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Permissions in Linux
Linux Permission

Linux Permission

Discretionary Access Control DAC Mandatory

Access Control MAC Permission MAC Network Interface Card

Media Access Control

DAC Permission Linux System Server Cluster

DAC Linux Operating System

Windows MacOS Unix

DAC Permission

DAC Normal DAC

DAC Extended

MAC Permission MAC Permission

System MAC Permission DAC Permission

DAC Permission

MAC DAC Permission
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MAC Permission Security Model

• SELinux US National Security Agency NSA

OpenSource SELinux Linux Kernel Version

RedHat Enterprise Linux Linux

Distro Fedora CentOS Native

• AppArmor SubDomain AppArmor Immunix Linux Novell

AppArmor SUSE AppArmor

Native Linux OS Ubuntu Kali

• Tomoyo Linux NTT DATA Corporation

Sponsor Tomoyo Linux SELinux

AppArmor Platform Specific rd Party MAC Security Model

Tomoyo Linux AppArmor File Path
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Discretionary Access Control DAC
DAC Permissions

DAC Permission Read
Write Execute User Owner Group Permission

File Folder DAC Permission
ls -l

CLI ls  -l Output
drwxr-xr-x File Folder

DAC Permission Table
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File Owner Permission

File Group Permission

Owner Group Permission

Figure

[root@localhost permission]# ls -l
total 8
drwxr-xr-x. 2 root root 4096 Dec 25 04:00 folder
-rw-r--r--. 1 root root  548 Dec 25 03:59 test.txt
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Figure File txt File Permission -rwxrwxrwx

File Owner Hla Hla rwx Hla Hla

User Permission file txt Finance Group

Finance Group User rwx

Permission Hla Hla Owner Finance Group

Warehouse Group Group Ko Ko Mg Mg

Permission rwx

file txt -rw-r--r-- Permission Hla Hla Read

Write Finance Group Mya Mya Read

Hla Hla Finance Group Others

Warehouse Group Group Ko Ko Mg Mg Read

-rw-r--r-- Permission r w Table Value
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r -rw-r--r-- Permission
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Changing DAC Permissions

DAC Permission chmod Command
chmod command Table

file txt Owner Read Write r w r w Group

Read r Others Permission No Permission

Command

User Owner Group Others Execute
Permission Execute

Permission

Permission

file txt -rw-r--r-- Permission

Execute Permission Command

Command a x a User Owner
Group Others All x Execute Permission

Execute Permission a x
Figure

chmod 640 file.txt

[root@localhost permission]# ls -l file.txt 
-rw-r-----. 1 root root 0 Dec 25 15:35 file.txt

[root@localhost permission]# chmod 751 file.txt 
[root@localhost permission]# ls -l file.txt 
-rwxr-x--x. 1 root root 0 Dec 25 15:35 file.txt

chmod a+x file.txt
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chmod a+x file.txt Command a+x

Permission -rwxr-xr-x Others

Execute Permission Command

Permission -rw------- Group Read Write
Command

Group Others Execute Permission

Folder Directory File Folder Permission
chmod -R -R Recursive Tag

chmod o-x file.txt

chmod g+rw file.txt

chmod go+x file.txt
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Changing Ownership

File Folder User Group chown Command
chown Command System Super user

File Folder Owner
Command Syntax

Syntax file txt ownership
file txt ls  -l

file txt orcakrilozona User testgroup Group
testuser User

User Group

Folder Directory File Folder User Group Ownership
chown  -R -R Recursive Tag

chown user:group file/folder

[root@localhost permission]# ls -l
total 0
-rw-r--r--. 1 orcakrilozona testgroup 0 Dec 25 17:46 file.txt

[root@localhost permission]# chown testuser1 file.txt 
[root@localhost permission]# ls -l
total 0
-rw-r--r--. 1 testuser1 testgroup 0 Dec 25 17:46 file.txt

[root@localhost permission]# ls -l
total 0
-rw-r--r--. 1 testuser1 testgroup 0 Dec 25 17:46 file.txt
[root@localhost permission]# chown testuser2:testgroup2 file.txt 
[root@localhost permission]# ls -l
total 0
-rw-r--r--. 1 testuser2 testgroup2 0 Dec 25 17:46 file.txt



CW Linux Book Medallion

Reason for DAC Normal to Extended
Figure Figure

Figure file txt User Hla Hla Group

Finance Group Hla Hla Finance Group

Others Permission

File Ko Ko Sales Group

DAC Extended DAC Extended ACL
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Access Control List facl
Figure Access Control List ACL
ACL File Folder User Group Permission

File Folder ACL
getfacl Command

file txt testuser User testgroup Group
Hello World Permission

chmod 640 file.txt testuser testgroup
File Read Permission testuser
File Read ACL Command

setfacl -m u:testuser1:r file.txt Command setfacl Main Command
-m File ACL Modify

u:testuser1:r u
ACL User

u g Group Group Name testuser

testuser Permission username
r User Permission Read

[root@localhost permission]# ls -l
total 4
-rw-r--r--. 1 testuser2 testgroup2 12 Dec 25 18:09 file.txt
[root@localhost permission]# getfacl file.txt 
# file: file.txt
# owner: testuser2
# group: testgroup2
user::rw-
group::r--
other::r--
[root@localhost permission]# cat file.txt 
Hello World

[root@localhost permission]# setfacl -m u:testuser1:r file.txt 
[root@localhost permission]# getfacl file.txt 
# file: file.txt
# owner: testuser2
# group: testgroup2
user::rw-
user:testuser1:r--
group::r--
mask::r--
other::r--
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file txt File Permission

testuser ACL Permission Read testuser Owner User
Read Write ACL Owner

Owner Group testuser Read Permission Denied
ACL setfacl -b

[root@localhost permission]# su testuser1
[testuser1@localhost permission]$ cat file.txt 
Hello World
[testuser1@localhost permission]$ exit
exit
[root@localhost permission]# su testuser2
[testuser2@localhost permission]$ cat file.txt 
Hello World
[testuser2@localhost permission]$ exit
exit
[root@localhost permission]# su testuser3
[testuser3@localhost permission]$ cat file.txt 
cat: file.txt: Permission denied

[root@localhost permission]# getfacl file.txt 
# file: file.txt
# owner: testuser2
# group: testgroup2
user::rw-
user:testuser1:r--
group::r--
mask::r--
other::---

[root@localhost permission]# setfacl -b file.txt
[root@localhost permission]# getfacl file.txt 
# file: file.txt
# owner: testuser2
# group: testgroup2
user::rw-
group::r--
other::---
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Special Permissions Sticky Bit setUID bit setGID bit

File Folder Special Permission Permission

Special permission chmod Command

Permission Special Permission

Sticky Bit

Sticky Bit Folder Directory Folder Directory File
Owner

Sticky Bit Command

Permission t t
Sticky Bit Execute Permission

Execute Others T

[root@localhost permission]# chmod 1755 folder/
[root@localhost permission]# ls -l
total 4
drwxr-xr-t. 2 root root 4096 Dec 25 16:11 folder

[root@localhost permission]# chmod o-x folder/
[root@localhost permission]# ls -l
total 4
drwxr-xr-T. 2 root root 4096 Dec 25 16:11 folder

Unix-Like System File/Folder 

File/Folder "Owner" 
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t Others
Sticky Bit Command

Command T
o t

setUID Bit setGID Bit

setUID setGID Bit Permission Execute Special
Permission User Program Run Execute

User setUID Bit Program
Run Execute Program User Run
setUID Bit

setGID Bit

setUID Bit File bin passwd File

Permission

User Owner x s
File setUID Bit Execute Permission

Execute Permission s S
/bin/passwd User Password Command User

Password Password
User Permission Right

[root@localhost permission]# chmod o-t folder/
[root@localhost permission]# ls -l
total 4
drwxr-xr--. 2 root root 4096 Dec 25 16:11 folder

chmod 4755 program

chmod u+s program

chmod 2755 program

chmod g+s program

[root@localhost permission]# ls -l /bin/passwd 
-rwsr-xr-x. 1 root root 29008 Apr 12  2018 /bin/passwd
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User Permission Right
/bin/passwd setUID Bit File Execute User
Execute File root user
run

C Language Program Compile Program

Program Compile Run Run User ID

Permission User ID Program Source Code

Command Source Code Compile Compile
File Default Permission

setUID Bit root User User Run

root User Run root user ID zero zero
User orcakrilozona Run

ID setUID Bit id

#include <stdio.h>
#include <unistd.h>
 int main () {
  int real = getuid();
  int euid = geteuid();
  printf("The REAL UID =: %d\n", real);
  printf("The EFFECTIVE UID =: %d\n", euid);
}

[root@localhost permission]# gcc -o setuid setuid.c
[root@localhost permission]# ls -l setuid
-rwxr-xr-x. 1 root root 8368 Dec 25 16:40 setuid

[root@localhost permission]# ./setuid 
The REAL UID =: 0
The EFFECTIVE UID =: 0
[root@localhost permission]# id -u
0
[root@localhost permission]# exit
exit
[orcakrilozona@localhost permission]$ ./setuid 
The REAL UID =: 1000
The EFFECTIVE UID =: 1000
[orcakrilozona@localhost permission]$ id -u
1000
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User Run id id Run id
setUID Bit Run

User orcakrilozona Execute
Execute User ID Permission

User ID zero [root user] setGID Bit User
Group

DAC Permission

Linux Security DAC Permission
DAC Permission Feature

Owner User File Folder Permission
Production Environment

Permission
User Hacker System

DAC Permission
Permission Mandatory Access Control MAC Permission

[root@localhost permission]# chmod 4755 setuid
[root@localhost permission]# ls -l setuid
-rwsr-xr-x. 1 root root 8368 Dec 25 16:40 setuid
[root@localhost permission]# ./setuid 
The REAL UID =: 0
The EFFECTIVE UID =: 0
[root@localhost permission]# id -u
0
[root@localhost permission]# exit
exit
[orcakrilozona@localhost permission]$ ./setuid 
The REAL UID =: 1000
The EFFECTIVE UID =: 0
[orcakrilozona@localhost permission]$ id -u
1000
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Mandatory Access Control MAC
Mandatory Access Contrl MAC DAC Permission

System Permission MAC Permission
DAC Permission Permission

System

MAC Permission Program

MAC Permission Program SELinux AppArmor SMACK

Tomoyo Linux Security Model SELinux AppArmor

Linux Security Module LSM System Linux Kernel Security

Module AppArmor SUSE Debian Ubuntu Kali

Linux Distribution SELinux RedHat Enterprise Linux CentOS Fedora

Linux Distribution

Difference between AppArmor & SELinux

AppArmor SELinux

• AppArmor SELinux

SELinux Administrator Setup

• AppArmor File System Object Path SELinux

inode Access File

Hard Link AppArmor Path Access

SELinux inode Access

• AppArmor Multi Level Security Bell La Padula

Model BLP Biba Integrity Model Biba

•

MAC Permission Security Model SELinux
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Security Enhanced Linux (SELinux)

SELinux NSA
Open Source Linux

Kernel Version https://github.com/SELinuxProject/ 

SELinux Source Code Repository

What is NOT SELinux?

SELinux
SELinux SELinux

• SELinux Firewall SELinux Application Service User Network

Interface Port Permission SELinux Firewall

• SELinux Anti Virus SELinux Virus Scan Engine

Virus Malicious Code Application Service User

Permission

• SELinux All In One Security Solution Backdoor

Buffer Overflow Attack SELinux

Security Tool

• SELinux Security Audit Fix Tool Security

Program Program Code Tool

Program System

Permission Program
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What is SELinux

SELinux Labeling Engine
SELinux System Label

• Users

• Processes Services

• Files Directories

• Network Interfaces

• Network Ports

• Firewall Rules

Label SELinux Label Security Context
Label Label

Security Policy Permission
Subject

Security Context Object Security Context
Apache Server

Process Security Context File Folder Security Context
Apache Process File Folder Read Write Execute Access

Diagram
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SELinux Security Context

SELinux Security Context Security Context
Command

File Folder Context

Process Context

[root@localhost permission]# ls -lZ
total 4
-rw-r--r--. 1 root root unconfined_u:object_r:usr_t:s0    0 Dec 26 03:05 file.txt
drwxr-xr-x. 2 root root unconfined_u:object_r:usr_t:s0 4096 Dec 26 03:05 folder
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User Context

Command
Command Z

unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023

SELinux Security Context Label Security Context
s0-s0:c0.c1023

Security Level c0.c1023

SELinux Security Context

unconfined_u unconfined_r unconfined_t s s c c
SELinux User SELinux Role SELinux Type Security Level

• unconfined_u SELinux User Linux System

Unconfined Confined Un Prefix

Confine Unconfied

Label User

SELinux

• unconfined_r SELinux Role SELinux Role SELinux User

SELinux User

SELinux Role Role Based Access Control

RBAC

• unconfined_t SELinux Type File Folder

Process User Network Port

SELinux Security Policy Type Enforcement TE

Type

• s0-s0:c0-c1023 SELinux Multi Level Security MLS

Multi Category Security MCS s c

s Sensitivity Level c Cateogry Level

[root@localhost permission]# ps -Z
LABEL                             PID TTY          TIME CMD
unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 3642 pts/1 00:00:00 su
unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 3654 pts/1 00:00:00 bash
unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 4322 pts/1 00:00:00 ps

[root@localhost permission]# id -Z
unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023
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s Sensitivity Level c

Category Level

SELinux Security Context
Type Enforcement Targeted Environment Policy Multi Level Security Multi

Category Security Virtualization Container Cloud Security
sVirt

SELinux Architecture (How SELinux works)

SELinux Linux Security Module LSM Kernel
SELinux Apache Web Server File

Kernel
Intercept DAC Permission SELinux

Policy DAC Permission
DAC

Permission Denied Drop DAC Permission
MAC Permission SELinux Security Policy

MAC Permission Policy
Permission Denied Drop MAC Permission

Apache Web Server File
Process Run

SELinux Allow Denied

Access Vector Cache AVC Cache

Cache Cache Permission

SELinux Policy Cache

Decision System Performance
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SELinux Modes

SELinux
• Enforcing Mode

• Permissive Mode

• Disabled Mode

Enforcing Mode

Enforcing Mode SELinux Mode Security Policy
Allow Deny AVC Cache

File Folder Label

Permissive Mode

Permissive Mode SELinux Allow Deny User Process
MAC Permission DAC Permission

Mode SELiux Security Policy
root User Notify AVC Cache
File Folder Label

SELinux Troubleshooting Permissive Mode

Log SELinux

Disabled Mode

Disabled Mode SELinux Policy Rule
AVC Cache File Folder Label

Checking Switching Modes

SELinux Mode SELinux
Mode Run getenforce Command setenforce

command SELinux Mode setenforce 1 Enforcing Mode
setenforce Permissive Mode
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SELinux Enforcing Mode Permissive Mode setenforce Command
Switching Disabled Mode Enforcing Mode Permissive Mode

Enforcing Mode Permissive Mode Disabled
Mode SELinux Configuration File SELinux=disabled 

reboot
Disabled Mode File Folder Label

Disabled Mode Permissive Enforcing Mode touch /.autorelabel

Command System File Folder Label

Label File Folder Label Label File Folder

SELinux Security Policy Label

[root@lab ~]# getenforce
Enforcing
[root@lab ~]# setenforce 0
[root@lab ~]# getenforce
Permissive
[root@lab ~]# setenforce 1
[root@lab ~]# getenforce
Enforcing

Server Disabled Mode Enforcing Mode
Enforcing Mode

Security Policy Server
Boot Error

Disabled Mode Permissive Mode
Log SELinux Log Error

Permissive Mode Enforcing
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SELinux Configuration File

SELinux Configuration File /etc/selinux/config Config

SELINUX=enforcing SELinux Boot Mode Run
SELinux Boot Permissive

SELINUX=permissive

SELINUX disabled

SELINUXTYPE=targeted Boot Security Policy Type Run

SELINUXTYPE=targeted SELinux Type

Enforcement Targeted Environment Security Policy

SELINUXTYPE=minimum Targeted Environment Security

SELINUXTYPE=mls SELinux Multi

Level Security Policy System

SELinux Policy Types

SELinux Policy Types Configuration File Policy Type

• Targeted Environment Type Enforcement TE

• Minimum

• Multi Level Security

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:
#     enforcing - SELinux security policy is enforced.
#     permissive - SELinux prints warnings instead of enforcing.
#     disabled - No SELinux policy is loaded.
SELINUX=enforcing
# SELINUXTYPE= can take one of three two values:
#     targeted - Targeted processes are protected,
#     minimum - Modification of targeted policy. Only selected 
processes are protected.
#     mls - Multi Level Security protection.
SELINUXTYPE=targeted
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Targeted Environment targeted
Targeted Environment SELinux Security Context Label Type

Permission Network
Application Service Server

Application Service Domain
Targeted Environment

Concept Type Label Domain Domain
Policy Target Environment

Domain com net DNS Name

Domain Type Label

Domain Label

Minimum minimum

Minimum Policy Low Resource Machine
Server Compute Power RAM Phone Single Board Computer

Example RaspberryPi SELinux RAM
Minimum Base Policy Unconfined Domain Enable

Domain Policy Policy
RAM Enable

Multi Level Security mls

MLS SELinux Security Context Label Levels
MLS Policy Server

Desktop Workstation MLS
MLS Policy Targeted Environment

MLS Sensitivity Level s s Category Level c c
Level Range

MLS TE Policy
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SELinux Tools

SELinux Package
Package

yum install
• policycoreutils-python

• setools-console

policycoreutils-python SELinux Command Line Interface
Tool Command SELinux

Tool
setools-console SELinux Information

Command

Playing with Security Contexts on Files

File Folder SELinux Label
Label

chcon Command chcon

System Reboot
SELinux Security

Policy Path Label
System Reboot

File Folder SELinux Security Context Command

Command Z

Output file txt SELinux Label
unconfined_u:object_r:usr_t:s0

[root lab selinux] ls Z file txt
rw r r root root unconfined_u object_r usr_t s file txt
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Manually Changing Security Contexts of Files
chcon Command File Folder Label Example

file txt Type usr_t user_home_t

Folder File Folder Recursive -R

chcon Label Server Reboot
restorecon Label Restore Label

[root lab selinux] ls Z file txt
rw r r root root unconfined_u object_r usr_t s file txt
[root lab selinux] chcon t user_home_t file txt
[root lab selinux] ls Z
rw r r root root unconfined_u object_r user_home_t s file txt

[root lab selinux] ls Z
drwxr xr x root root unconfined_u object_r usr_t s folder
[root lab selinux] ls Z folder
rw r r root root unconfined_u object_r usr_t s file txt
[root lab selinux] chcon R t user_home_t folder
[root lab selinux] ls Z
drwxr xr x root root unconfined_u object_r user_home_t s folder
[root lab selinux] ls Z folder
rw r r root root unconfined_u object_r user_home_t s file txt
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Using fcontext to Change File Security Contexts Automatically

semanage fcontext Command Path File Folder
Path File Folder Security Context

semanage fcontext Label
Reboot restorecon Command Label

semanage fcontext -a -t httpd_sys_content_t "/opt/permission(/.*)?" Command
semanage fcontext -a Add

Path File Label User
Role Type Level Tag
httpd_sys_content_t Type -t httpd_sys_content_t 

"/opt/permission(/.*)?" /opt/permission File
Folder

restorecon -rv . Shell Directory File Folder

SELinux fcontext Label

[root@lab permission]# touch file.txt
[root@lab permission]# ls -Z
-rw-r--r--. root root unconfined_u:object_r:usr_t:s0   file.txt
[root@lab permission]# semanage fcontext -a -t httpd_sys_content_t 
"/opt/permission(/.*)?"
[root@lab permission]# restorecon -rv .
restorecon reset /opt/permission context 
unconfined_u:object_r:usr_t:s0-
>unconfined_u:object_r:httpd_sys_content_t:s0
restorecon reset /opt/permission/file.txt context 
unconfined_u:object_r:usr_t:s0-
>unconfined_u:object_r:httpd_sys_content_t:s0
[root@lab permission]# touch file2.txt
[root@lab permission]# ls -Z
-rw-r--r--. root root unconfined_u:object_r:httpd_sys_content_t:s0 
file2.txt
-rw-r--r--. root root unconfined_u:object_r:httpd_sys_content_t:s0 
file.txt
[root@lab permission]# touch file{3..5}.txt
[root@lab permission]# ls -Z
-rw-r--r--. root root unconfined_u:object_r:httpd_sys_content_t:s0 
file2.txt
-rw-r--r--. root root unconfined_u:object_r:httpd_sys_content_t:s0 
file3.txt
-rw-r--r--. root root unconfined_u:object_r:httpd_sys_content_t:s0 
file4.txt
-rw-r--r--. root root unconfined_u:object_r:httpd_sys_content_t:s0 
file5.txt
-rw-r--r--. root root unconfined_u:object_r:httpd_sys_content_t:s0 
file.txt
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Command -r Recursive Path

File Folder -v Terminal

Verbose

fcontext restorecon File File

semanage fcontext Label File

System Path Label

Default semanage fcontext -l Command

grep

Relations in Linux Users and SELinux Security Contexts

Linux System User SELinux User Permission
SELinux User Idenity

SELinux Role
Type Object Subject Read Write Execute

Permission
Permission Linux User SELinux User

Mapping Custom Permission SELinux User

SELinux User Role

SELinux User Role

Role Type Mapping

Subject Label

Object Subject

[root@lab permission]# semanage fcontext -l | grep httpd_sys_content_t
/srv/([^/]*/)?www(/.*)?                            all files          system_u:object_r:httpd_sys_content_t:s0
/var/www(/.*)?                                     all files          system_u:object_r:httpd_sys_content_t:s0
/etc/htdig(/.*)?                                   all files          system_u:object_r:httpd_sys_content_t:s0
/srv/gallery2(/.*)?                                all files          system_u:object_r:httpd_sys_content_t:s0
/var/lib/trac(/.*)?                                all files          system_u:object_r:httpd_sys_content_t:s0
/var/lib/htdig(/.*)?                               all files          system_u:object_r:httpd_sys_content_t:s0
/var/www/icons(/.*)?                               all files          system_u:object_r:httpd_sys_content_t:s0
/usr/share/glpi(/.*)?                              all files          system_u:object_r:httpd_sys_content_t:s0
/usr/share/htdig(/.*)?                             all files          system_u:object_r:httpd_sys_content_t:s0
/usr/share/drupal.*                                all files          system_u:object_r:httpd_sys_content_t:s0
/usr/share/z-push(/.*)?                            all files          system_u:object_r:httpd_sys_content_t:s0
/var/www/svn/conf(/.*)?                            all files          system_u:object_r:httpd_sys_content_t:s0
/usr/share/icecast(/.*)?                           all files          system_u:object_r:httpd_sys_content_t:s0
/var/lib/cacti/rra(/.*)?                           all files          system_u:object_r:httpd_sys_content_t:s0
/usr/share/ntop/html(/.*)?                         all files          system_u:object_r:httpd_sys_content_t:s0
/usr/share/nginx/html(/.*)?                        all files          system_u:object_r:httpd_sys_content_t:s0
/usr/share/doc/ghc/html(/.*)?                      all files          system_u:object_r:httpd_sys_content_t:s0
/usr/share/openca/htdocs(/.*)?                     all files          system_u:object_r:httpd_sys_content_t:s0
/usr/share/selinux-policy[^/]*/html(/.*)?          all files          system_u:object_r:httpd_sys_content_t:s0
/opt/permission(/.*)?                              all files          system_u:object_r:httpd_sys_content_t:s0
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root User yannaing koko mgmg

User

yannaing koko yannaing Senior

Server Administrator mgmg Junior Server Administrator

yannaing sysadm_u SELinux User Mapping

koko staff_u SELinux User Mapping sysadm_u

yannaing User su Command root  sysadm_r

koko staff_u Default Mapping staff_r

staff_r Root User koko User root
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Role sysadm_u System Administration

Role Password

mgmg Administrator SELinux

trainee_u Mapping trainee_u staff_r Mapping

Role staff_r mgmg root User

Permission

SELinux Default sysadm_u Network SSH Login

Default Policy yannaing Server Network

SSH Login staff_u Mapping

Managing SELinux Users

SELinux User SELinux User
Permission SELinux User
Detail

semanage user Command Syntax

SELinux User Role

[root@lab permission]# semanage user -l

SELinux       Labeling   MLS/   MLS/
User          Prefix     MCS    MCS Range        SELinux Roles

guest_u       user       s0     s0               guest_r
root          user       s0     s0-s0:c0.c1023   staff_r sysadm_r system_r unconfined_r
staff_u       user       s0     s0-s0:c0.c1023   staff_r sysadm_r system_r unconfined_r
sysadm_u      user       s0     s0-s0:c0.c1023   sysadm_r
system_u      user       s0     s0-s0:c0.c1023   system_r unconfined_r
unconfined_u  user       s0     s0-s0:c0.c1023   system_r unconfined_r
user_u        user       s0     s0               user_r
xguest_u      user       s0     s0               xguest_r

semanage user [-h][-n] [-N][-S STORE] [ --add ( -L LEVEL -R ROLES -r RANGE 
-s SEUSER selinux_name) | --delete selinux_name | --deleteall  | --extract  | 
--list -C | --modify ( -L LEVEL -R ROLES -r RANGE -s SEUSER selinux_name ) ]
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semanage user -a -R staff_r trainee_u Command
• -a User

• -R staff_r User staff_r Role

• trainee_u SELinux User

Role -R role_r Double Quote
Role Role

-a -m Modify

Field
• -L MLS MCS Level

• -r MLS MCS Range

SELinux User d

[root@lab permission]# semanage user -a -R staff_r trainee_u
[root@lab permission]# semanage user -l

SELinux       Labeling   MLS/   MLS/
User          Prefix     MCS    MCS Range        SELinux Roles

trainee_u     user       s0     s0               staff_r
guest_u       user       s0     s0               guest_r
root          user       s0     s0-s0:c0.c1023   staff_r sysadm_r system_r unconfined_r
staff_u       user       s0     s0-s0:c0.c1023   staff_r sysadm_r system_r unconfined_r
sysadm_u      user       s0     s0-s0:c0.c1023   sysadm_r
system_u      user       s0     s0-s0:c0.c1023   system_r unconfined_r
unconfined_u  user       s0     s0-s0:c0.c1023   system_r unconfined_r
user_u        user       s0     s0               user_r
xguest_u      user       s0     s0               xguest_r

[root@lab permission]# semanage user -m -R staff_r -R sysadm_r trainee_u
[root@lab permission]# semanage user -l

SELinux       Labeling   MLS/   MLS/
User          Prefix     MCS    MCS Range        SELinux Roles

trainee_u     user       s0     s0               staff_r sysadm_r
guest_u       user       s0     s0               guest_r
root          user       s0     s0-s0:c0.c1023   staff_r sysadm_r system_r unconfined_r
staff_u       user       s0     s0-s0:c0.c1023   staff_r sysadm_r system_r unconfined_r
sysadm_u      user       s0     s0-s0:c0.c1023   sysadm_r
system_u      user       s0     s0-s0:c0.c1023   system_r unconfined_r
unconfined_u  user       s0     s0-s0:c0.c1023   system_r unconfined_r
user_u        user       s0     s0               user_r
xguest_u      user       s0     s0               xguest_r
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Confining User Logins

SELinux User Label User
Login Label Permission

Linux User SELinux User Mapping
User Login

semanage login Command Syntax

yannaing User staff_u Mapping

semanage login -a -s staff_u yannaing Command
• -a User

• -s staff_u User staff_u Role

• yannaing List Linux User

[root@lab permission]# semanage user -d trainee_u
[root@lab permission]# semanage user -l

SELinux       Labeling   MLS/   MLS/
User          Prefix     MCS    MCS Range        SELinux Roles

guest_u       user       s0     s0               guest_r
root          user       s0     s0-s0:c0.c1023   staff_r sysadm_r system_r unconfined_r
staff_u       user       s0     s0-s0:c0.c1023   staff_r sysadm_r system_r unconfined_r
sysadm_u      user       s0     s0-s0:c0.c1023   sysadm_r
system_u      user       s0     s0-s0:c0.c1023   system_r unconfined_r
unconfined_u  user       s0     s0-s0:c0.c1023   system_r unconfined_r
user_u        user       s0     s0               user_r
xguest_u      user       s0     s0               xguest_r

[root@lab users]# semanage login -l

Login Name           SELinux User         MLS/MCS Range        Service

__default__          unconfined_u         s0-s0:c0.c1023       *
root                 unconfined_u         s0-s0:c0.c1023       *
system_u             system_u             s0-s0:c0.c1023       *

semanage login [-h][-n] [-N][-S STORE] [ --add -s SEUSER -r RANGE LOGIN |
--delete LOGIN | --deleteall  | --extract  | --list -C | --modify -s SEUSER 
-r RANGE LOGIN ]

[root@lab ~]# semanage login -a -s staff_u yannaing
[root@lab ~]# semanage login -l

Login Name           SELinux User         MLS/MCS Range        Service

__default__          unconfined_u         s0-s0:c0.c1023       *
root                 unconfined_u         s0-s0:c0.c1023       *
system_u             system_u             s0-s0:c0.c1023       *
yannaing             staff_u              s0-s0:c0.c1023       *
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yannaing sysadm_u Mapping a m

Modify

User -d

Confining Network Ports

Service Application Network Protocol Port
Label Run Service Network Port Protocol

Permission SELinux
SELinux http

Output http_port_t Port
SELinux Policy httpd_t Label Service

http_port_t Socket Bind
Web Server

http_port_t TCP Port

[root@lab ~]# semanage login -m -s sysadm_u yannaing
[root@lab ~]# semanage login -l

Login Name           SELinux User         MLS/MCS Range        Service

__default__          unconfined_u         s0-s0:c0.c1023       *
root                 unconfined_u         s0-s0:c0.c1023       *
system_u             system_u             s0-s0:c0.c1023       *
yannaing             sysadm_u             s0-s0:c0.c1023       *

[root@lab ~]# semanage login -d yannaing
[root@lab ~]# semanage login -l

Login Name           SELinux User         MLS/MCS Range        Service

__default__          unconfined_u         s0-s0:c0.c1023       *
root                 unconfined_u         s0-s0:c0.c1023       *
system_u             system_u             s0-s0:c0.c1023       *

[root@lab ~]# semanage port -l | grep http
http_cache_port_t              tcp      8080, 8118, 8123, 10001-10010
http_cache_port_t              udp      3130
http_port_t                    tcp      80, 81, 443, 488, 8008, 8009, 8443, 9000
pegasus_http_port_t            tcp      5988
pegasus_https_port_t           tcp      5989

[root@lab ~]# semanage port -a -p tcp -t http_port_t 4000
[root@lab ~]# semanage port -l | grep http_port_t
http_port_t                    tcp      4000, 80, 80, 81, 443, 488, 8008, 8009, 8443, 
9000
pegasus_http_port_t            tcp      5988
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semanage port -a -p tcp -t http_port_t 4000 Command
• -a Port

• -p tcp Port TCP Protocol

• -t http_port_t Port http_port_t Label

• Port

Web Server Port Web
Server Port

Apache HTTP Server Error TCP Port Run
 http_port_t Port

Apache Web Server Port
Apache HTTP Server Restart Error

Apache HTTP Server Port Error
SELinux Error Log

Error Log

Log
• type=AVC Access Vector Cache AVC

Log

[root@lab ~]# sed -i 's/Listen 80/Listen 4000/g' /etc/httpd/conf/httpd.conf 
[root@lab ~]# systemctl start httpd
[root@lab ~]# netstat -nlp | grep httpd
tcp6       0      0 :::4000                 :::*                    LISTEN      
10914/httpd         
unix  2      [ ACC ]     STREAM     LISTENING     184164   10915/httpd          
/run/httpd/cgisock.10914

[root@lab ~]# semanage port -d -p tcp -t http_port_t 4000
[root@lab ~]# semanage port -l | grep http_port_t
http_port_t                    tcp      80, 80, 81, 443, 488, 8008, 8009, 8443, 9000
pegasus_http_port_t            tcp      5988

[root@lab ~]# systemctl restart httpd
Job for httpd.service failed because the control process exited with error code.
See "systemctl status httpd.service" and "journalctl -xe" for details.

[root@localhost ~]# tail /var/log/audit/audit.log | grep denied
type=AVC msg=audit(1546091433.194:409): avc:  denied  { name_bind } for  pid=11273 
comm="httpd" src=4000 scontext=system_u:system_r:httpd_t:s0 
tcontext=system_u:object_r:unreserved_port_t:s0 tclass=tcp_socket permissive=0
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• msg=audit(1546091433.194:409) Message

Linux Timestamp Unique ID Timestamp ID

• denied

• name_bind Network Socket

• pid Process Process ID

• comm ”httpd” Process Subject Process

Command Parameter

• src Port

name path capacity Object or

Target

• scontext=system_u:system_r:httpd_t:s0 Process Security 

Context Source Context Subject 

Context 

• tcontext=system_u:object_r:unreserved_port_t:s0 

Security Context Target Context 

• tclass tcp_socket Class
TCP Network Socket Object File
tclass file

• permissive Log SELinux Permissive
Mode permissive
Permissive Mode Permissive Mode
permissive
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Overriding Predefined Policy
semanage port -l | grep http http_port_t Port TCP Port

Port
Port Port

Policy Define Error
httpd_t Label

Process http_port_t Port TCP Port
TCP Port Type Port

TCP Port unreserved_port_t Type Web Server
Web Server Port

Restart
Web Server Listen Port

Web Server Error Web Server
unreserved_port_t SELinux Error

Error Log

Policy Port
Permission

[root@lab ~]# semanage port -d -p tcp -t http_port_t 9000
ValueError: Port tcp/9000 is defined in policy, cannot be deleted

[root@lab ~]# semanage port -l | grep unreserved
unreserved_port_t              tcp      61001-65535, 1024-32767
unreserved_port_t              udp      61001-65535, 1024-32767
[root@lab ~]# semanage port -m -p tcp -t unreserved_port_t 9000
[root@lab ~]# semanage port -l | grep unreserved
unreserved_port_t              tcp      9000, 61001-65535, 1024-32767
unreserved_port_t              udp      61001-65535, 1024-32767

[root@lab ~]# sed -i 's/Listen 4000/Listen 9000/g' /etc/httpd/conf/httpd.conf
[root@lab ~]# systemctl restart httpd
Job for httpd.service failed because the control process exited with error code. See 
"systemctl status httpd.service" and "journalctl -xe" for details.

[root@lab ~]# tail -f /var/log/audit/audit.log | grep denied
type=AVC msg=audit(1546246777.049:10518): avc:  denied  { name_bind } for  pid=19966 
comm="httpd" src=9000 scontext=system_u:system_r:httpd_t:s0 
tcontext=system_u:object_r:unreserved_port_t:s0 tclass=tcp_socket
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SELinux Booleans
SELinux Kernel Version

Community SELinux
Report

SELinux Maintain
Boolean SELinux

Boolean Feature Boolean httpd
Boolean

[root@lab ~]# semanage boolean -l | grep httpd
awstats_purge_apache_log_files (off  ,  off)  Determine whether awstats can purge httpd
log files.
httpd_anon_write               (off  ,  off)  Allow Apache to modify public files used 
for public file transfer services. Directories/Files must be labeled 
public_content_rw_t.
httpd_builtin_scripting        (on   ,   on)  Allow httpd to use built in scripting 
(usually php)
httpd_can_check_spam           (off  ,  off)  Allow http daemon to check spam
httpd_can_connect_ftp          (off  ,  off)  Allow httpd to act as a FTP client 
connecting to the ftp port and ephemeral ports
httpd_can_connect_ldap         (off  ,  off)  Allow httpd to connect to the ldap port
httpd_can_connect_mythtv       (off  ,  off)  Allow http daemon to connect to mythtv
httpd_can_connect_zabbix       (off  ,  off)  Allow http daemon to connect to zabbix
httpd_can_network_connect      (off  ,  off)  Allow HTTPD scripts and modules to 
connect to the network using TCP.
httpd_can_network_connect_cobbler (off  ,  off)  Allow HTTPD scripts and modules to 
connect to cobbler over the network.
httpd_can_network_connect_db   (off  ,  off)  Allow HTTPD scripts and modules to 
connect to databases over the network.
httpd_can_network_memcache     (off  ,  off)  Allow httpd to connect to memcache server
httpd_can_network_relay        (off  ,  off)  Allow httpd to act as a relay
httpd_can_sendmail             (off  ,   on)  Allow http daemon to send mail
httpd_dbus_avahi               (off  ,  off)  Allow Apache to communicate with avahi 
service via dbus
httpd_dbus_sssd                (off  ,  off)  Allow Apache to communicate with sssd 
service via dbus
httpd_dontaudit_search_dirs    (off  ,  off)  Dontaudit Apache to search dirs.
httpd_enable_cgi               (on   ,   on)  Allow httpd cgi support
httpd_enable_ftp_server        (off  ,  off)  Allow httpd to act as a FTP server by 
listening on the ftp port.
httpd_enable_homedirs          (off  ,  off)  Allow httpd to read home directories
httpd_execmem                  (off  ,  off)  Allow httpd scripts and modules 
execmem/execstack
httpd_graceful_shutdown        (off  ,  off)  Allow HTTPD to connect to port 80 for 
graceful shutdown
httpd_manage_ipa               (off  ,  off)  Allow httpd processes to manage IPA 
content
httpd_mod_auth_ntlm_winbind    (off  ,  off)  Allow Apache to use mod_auth_ntlm_winbind
httpd_mod_auth_pam             (off  ,  off)  Allow Apache to use mod_auth_pam
httpd_read_user_content        (off  ,  off)  Allow httpd to read user content
httpd_run_ipa                  (off  ,  off)  Allow httpd processes to run IPA helper.
httpd_run_preupgrade           (off  ,  off)  Allow Apache to run preupgrade
httpd_run_stickshift           (off  ,  off)  Allow Apache to run in stickshift mode, 
not transition to passenger
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httpd_serve_cobbler_files      (off  ,  off)  Allow HTTPD scripts and modules to server
cobbler files.
httpd_setrlimit                (off  ,  off)  Allow httpd daemon to change its resource
limits
httpd_ssi_exec                 (off  ,  off)  Allow HTTPD to run SSI executables in the
same domain as system CGI scripts.
httpd_sys_script_anon_write    (off  ,  off)  Allow apache scripts to write to public 
content, directories/files must be labeled public_rw_content_t.
httpd_tmp_exec                 (off  ,  off)  Allow Apache to execute tmp content.
httpd_tty_comm                 (off  ,  off)  Unify HTTPD to communicate with the 
terminal. Needed for entering the passphrase for certificates at the terminal.
httpd_unified                  (off  ,  off)  Unify HTTPD handling of all content 
files.
httpd_use_cifs                 (off  ,  off)  Allow httpd to access cifs file systems
httpd_use_fusefs               (off  ,  off)  Allow httpd to access FUSE file systems
httpd_use_gpg                  (off  ,  off)  Allow httpd to run gpg
httpd_use_nfs                  (off  ,  off)  Allow httpd to access nfs file systems
httpd_use_openstack            (off  ,  off)  Allow httpd to access openstack ports
httpd_use_sasl                 (off  ,  off)  Allow httpd to connect to  sasl
httpd_verify_dns               (off  ,  off)  Allow Apache to query NS records

Output SELinux Boolean
on off

SELinux Default
Boolean

Boolean getsebool Command

[root@lab ~]# getsebool -a | grep httpd
httpd_anon_write --> off
httpd_builtin_scripting --> on
httpd_can_check_spam --> off
httpd_can_connect_ftp --> off
httpd_can_connect_ldap --> off
httpd_can_connect_mythtv --> off
httpd_can_connect_zabbix --> off
httpd_can_network_connect --> off
httpd_can_network_connect_cobbler --> off
httpd_can_network_connect_db --> off
httpd_can_network_memcache --> off
httpd_can_network_relay --> off
httpd_can_sendmail --> off
httpd_dbus_avahi --> off
httpd_dbus_sssd --> off
httpd_dontaudit_search_dirs --> off
httpd_enable_cgi --> on
httpd_enable_ftp_server --> off
httpd_enable_homedirs --> off
httpd_execmem --> off
httpd_graceful_shutdown --> off
httpd_manage_ipa --> off
httpd_mod_auth_ntlm_winbind --> off
httpd_mod_auth_pam --> off
httpd_read_user_content --> off
httpd_run_ipa --> off
httpd_run_preupgrade --> off
httpd_run_stickshift --> off
httpd_serve_cobbler_files --> off
httpd_setrlimit --> off
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httpd_ssi_exec --> off
httpd_sys_script_anon_write --> off
httpd_tmp_exec --> off
httpd_tty_comm --> off
httpd_unified --> off
httpd_use_cifs --> off
httpd_use_fusefs --> off
httpd_use_gpg --> off
httpd_use_nfs --> off
httpd_use_openstack --> off
httpd_use_sasl --> off
httpd_verify_dns --> off

getsebool Boolean SELinux Default
Value getsebool SELinux

SELinux Boolean

Web Server isn't sending emails!

SELinux Default Policy httpd_t Type Web Server Email
Web Site Email SELinux

Email SELinux Boolean
Output httpd_can_sendmail

Allow http daemon to send mail Web Server Email Boolean
on

setsebool Command -P Persistant
Permanent P

System Reboot SELinux Default
httpd_can_sendmail Boolean on Web Server Email

SELinux

SELinux Boolean

[root@lab ~]# semanage boolean -l | grep httpd_can_sendmail
httpd_can_sendmail             (off  ,  off)  Allow http daemon to send mail

[root@lab ~]# getsebool -a | grep httpd_can_sendmail
httpd_can_sendmail --> off
[root@lab ~]# setsebool -P httpd_can_sendmail on
[root@lab ~]# getsebool -a | grep httpd_can_sendmail
httpd_can_sendmail --> on
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Practical Security #1 - File Contexts & Web Server Security

Web Server Web Content SELinux File Context
Security Security

Web Content Wordpress

Pre Configurations or Environment

System
• Operating System CentOS Core

• Web Server Apache HTTP Server

• PHP Engine PHP

• MariaDB

• SELinux Targeted Policy selinux policy targeted version

• SELinux Mode Type Enforcing Targeted

• PHP Web Shell Demo as Hacker Madspot Shell Version

Operation

Apache HTTP Server Run Process

Apache HTTP Server Run Process Label
system_u:system_r:httpd_t:s0 SELinux
Targeted Environment Security Policy httpd_t

[root@lab wordpress]# ps -auxZ | grep http
system_u:system_r:httpd_t:s0    root     12597  0.0  0.6 314564 12140 ?        Ss   
12:33   0:00 /usr/sbin/httpd -DFOREGROUND
system_u:system_r:httpd_t:s0    apache   12632  0.0  0.3 314696  6164 ?        S    
12:33   0:00 /usr/sbin/httpd -DFOREGROUND
system_u:system_r:httpd_t:s0    apache   12633  0.0  0.3 314696  6164 ?        S    
12:33   0:00 /usr/sbin/httpd -DFOREGROUND
system_u:system_r:httpd_t:s0    apache   12634  0.0  0.3 314696  6164 ?        S    
12:33   0:00 /usr/sbin/httpd -DFOREGROUND
system_u:system_r:httpd_t:s0    apache   12635  0.0  0.3 314696  6164 ?        S    
12:33   0:00 /usr/sbin/httpd -DFOREGROUND
system_u:system_r:httpd_t:s0    apache   12636  0.0  0.3 314696  6164 ?        S    
12:33   0:00 /usr/sbin/httpd -DFOREGROUND
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Wordpress File

Wordpress File File Context
unconfined_u:object_r:httpd_sys_content_t:s0 Security Context Label
unconfined_u:object_r:httpd_sys_rw_content_t:s0

rw Type
httpd_sys_content_t httpd_sys_rw_content_t

httpd_ Apache HTTP Server Process

Web Content Wordpress File

Apache HTTP Server Subject File

Object Apache HTTP Server File Read

Write Execute DAC Permission

Apache HTTP Server File Security Context Label

SELinux Targeted Security Policy

Apache HTTP Server Label Read Read Write Access

[root@lab wordpress]# pwd
/var/www/html/wordpress
[root@lab wordpress]# ls -Z
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 index.php
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 license.txt
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 readme.html
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 wp-activate.php
drwxr-xr-x. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 wp-admin
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 wp-blog-
header.php
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 wp-comments-
post.php
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 wp-config-
sample.php
drwxr-xr-x. apache apache unconfined_u:object_r:httpd_sys_rw_content_t:s0 wp-content
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 wp-cron.php
drwxr-xr-x. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 wp-includes
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 wp-links-opml.php
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 wp-load.php
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 wp-login.php
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 wp-mail.php
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 wp-settings.php
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 wp-signup.php
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 wp-trackback.php
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 xmlrpc.php
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Wordpress Deploy Theme Module

Installation

wp content Folder themes plugins Folder Label

httpd_sys_content_t Apache Web Server

File Folder Wite

Environment vHost Configuration
File Context

Protected Impacts should a breach occur

Security

• Backdoor

Web Server

Privilege Web Server

Web Server Port Port

Backdoor BackConnect

• Home Directories Data

httpd_t

user_home_t Label File Folder

• Rooting apache User root User Privilege

httpd_t Label

system libraries Compiler

[root@lab wp-content]# pwd
/var/www/html/wordpress/wp-content
[root@lab wp-content]# ls -lZ
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_rw_content_t:s0 index.php
drwxr-xr-x. apache apache unconfined_u:object_r:httpd_sys_rw_content_t:s0 plugins
drwxr-xr-x. apache apache unconfined_u:object_r:httpd_sys_rw_content_t:s0 themes
drwxr-xr-x. apache apache system_u:object_r:httpd_sys_rw_content_t:s0 uploads
[root@lab wp-content]# chcon -R -t httpd_sys_content_t plugins/ themes/ index.php
[root@lab wp-content]# ls -lZ
-rw-r--r--. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 index.php
drwxr-xr-x. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 plugins
drwxr-xr-x. apache apache unconfined_u:object_r:httpd_sys_content_t:s0 themes
drwxr-xr-x. apache apache system_u:object_r:httpd_sys_rw_content_t:s0 uploads
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Library Executable Program Priviledge

Escalation

Practical Security Generating Custom Security Policy

SELinux Security Policy Server SELinux
Security Policy Generate

Zabbix Server

Pre Configurations or Environment

System
• Operating System CentOS Core

• Web Server Apache HTTP Server

• PHP Engine PHP

• MariaDB

• SELinux Targeted Policy selinux policy targeted version

• SELinux Mode Type Enforcing Targeted

• PHP Web Shell Demo as Hacker Madspot Shell Version

• Zabbix Server with MySQL Support

Seeking the Problem

Zabbix Server Install Zabbix Web Panel Zabbix Server is running
no Zabbix Server Engine

Web Server Error setenforce 0

systemctl  restart  zabbix-server

setenforce  1 SELinux Enforcing Mode Error
Zabbix Server Web Server Permission SELinux

SELinux Audit Log
Audit Log Error
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• name_connect comm httpd tclass tcp_socket Error Log httpd_t Label

Web Server zabbix_port_t Label TCP Socket Error Log

Web Server Zabbix

• unlink comm zabbix_server Zabbix Server

Sock File unlink System Call

Troubleshooting

Boolean Boolean

httpd_can_connect_zabbix Web Server Zabbix
Boolean setsebool -P httpd_can_connect_zabbix on

Command Log unlink Error
Error Custom Policy

Error Log zabbixerror log copy paste

audit allow Command

[root@lab ~]# tail -f /var/log/audit/audit.log | grep denied
type=AVC msg=audit(1546241364.121:614): avc:  denied  { name_connect } for  
pid=2894 comm="httpd" dest=10051 scontext=system_u:system_r:httpd_t:s0 
tcontext=system_u:object_r:zabbix_port_t:s0 tclass=tcp_socket
type=AVC msg=audit(1546241368.076:618): avc:  denied  { unlink } for  pid=6290 
comm="zabbix_server" name="zabbix_server_preprocessing.sock" dev="tmpfs" ino=21616 
scontext=system_u:system_r:zabbix_t:s0 
tcontext=system_u:object_r:zabbix_var_run_t:s0 tclass=sock_file
type=AVC msg=audit(1546241379.009:626): avc:  denied  { unlink } for  pid=6357 
comm="zabbix_server" name="zabbix_server_alerter.sock" dev="tmpfs" ino=21606 
scontext=system_u:system_r:zabbix_t:s0 
tcontext=system_u:object_r:zabbix_var_run_t:s0 tclass=sock_file

[root@lab ~]# semanage boolean -l | grep zabbix
zabbix_can_network             (off  ,   off)  Allow zabbix to can network
httpd_can_connect_zabbix       (off  ,   off)  Allow httpd to can connect zabbix
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audit2allow  -w  -i  zabbixerror.log Command Tag
w Error -i  zabbixerror.log

Error File
zabbixerror log Error log

Output Error Was caused by

TE

Custom Policy

[root@lab ~]# audit2allow -w -i zabbixerror.log
type=AVC msg=audit(1546241368.076:618): avc:  denied  { unlink } for  pid=6290 
comm="zabbix_server" name="zabbix_server_preprocessing.sock" dev="tmpfs" ino=21616 
scontext=system_u:system_r:zabbix_t:s0 
tcontext=system_u:object_r:zabbix_var_run_t:s0 tclass=sock_file

        Was caused by:
                Missing type enforcement (TE) allow rule.

                You can use audit2allow to generate a loadable module to allow 
this access.

type=AVC msg=audit(1546241379.009:626): avc:  denied  { unlink } for  pid=6357 
comm="zabbix_server" name="zabbix_server_alerter.sock" dev="tmpfs" ino=21606 
scontext=system_u:system_r:zabbix_t:s0 
tcontext=system_u:object_r:zabbix_var_run_t:s0 tclass=sock_file

        Was caused by:
                Missing type enforcement (TE) allow rule.

                You can use audit2allow to generate a loadable module to allow 
this access.

[root@lab ~]# audit2allow -i zabbixerror.log -M zabbixerror
******************** IMPORTANT ***********************
To make this policy package active, execute:

semodule -i zabbixerror.pp

[root@lab ~]# ls -l
total 16
-rw-------. 1 root root 1555 Jun 21  2018 anaconda-ks.cfg
-rw-r--r--. 1 root root  524 Dec 31 14:19 zabbixerror.log
-rw-r--r--. 1 root root  961 Dec 31 14:25 zabbixerror.pp
-rw-r--r--. 1 root root  193 Dec 31 14:25 zabbixerror.te
[root@lab ~]# cat zabbixerror.te

module zabbixerror 1.0;

require {
        type zabbix_var_run_t;
        type zabbix_t;
        class sock_file unlink;
}

#============= zabbix_t ==============
allow zabbix_t zabbix_var_run_t:sock_file unlink;
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audit2allow -i zabbixerror.log -M zabbixerror Command M Security
Module Generate Command zabbixerror pp

zabbixerror te zabbixerror pp Policy Profile File
zabbixerror te Type Enforcement Rule

cat
semodule -i zabbixerror.pp Command

SELinux Security Policy Module
List

systemctl restart zabbix-server Command Zabbix
Server Restart Error

Error

Security Policy Log zabbixerror log

Error Log Zabbix Server Connection Error
Error Screen

Error Log

zabbixerror log audit2allow -i zabbixerror3.log -M

zabbixerror3 Command Security Policy semodule  -i

zabbixerror3.pp Module Zabbix Server Restart
Error Run

[root@lab ~]# semodule -l | grep zabbixerror
zabbixerror     1.0

type=AVC msg=audit(1546243011.968:1429): avc:  denied  { create } for  pid=16442 
comm="zabbix_server" name="zabbix_server_preprocessing.sock" 
scontext=system_u:system_r:zabbix_t:s0 
tcontext=system_u:object_r:zabbix_var_run_t:s0 tclass=sock_file

[root@lab ~]# audit2allow -i zabbixerror2.log -M zabbixerror2
[root@lab ~]# semodule -i zabbixerror2.pp
[root@lab ~]# systemctl restart zabbix-server

type=AVC msg=audit(1546243209.950:7283): avc:  denied  { connectto } for  
pid=17252 comm="zabbix_server" path="/run/zabbix/zabbix_server_preprocessing.sock" 
scontext=system_u:system_r:zabbix_t:s0 tcontext=system_u:system_r:zabbix_t:s0 
tclass=unix_stream_socket
type=AVC msg=audit(1546243209.961:7284): avc:  denied  { connectto } for  
pid=17221 comm="zabbix_server" path="/run/zabbix/zabbix_server_alerter.sock" 
scontext=system_u:system_r:zabbix_t:s0 tcontext=system_u:system_r:zabbix_t:s0 
tclass=unix_stream_socket
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